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ASIC

? > AsIC regulates the conduct of Australian companies, financial
markets, financial services organizations (including banks, life
and general insurers and superannuation funds) and professionals
who deal in and advise on investments, superannuation,

insurance, deposit-taking and credit.

0 > operate under the direction of commissioners
perate
~ ASIC appointed by the Governor-General

Australian Securities &
‘estments Commiss

What is #£&

> Register and license. Register financial services providers
> Regulate. Intervene to ban defective products.

» Enforce. Investigate suspected breaches. ’



What is SCAM ?

> A scam is a deceptive scheme or trick used to cheat someone out of something,

especially money. (Internet)

> An illegal plan for making money, especially one that involves tricking people

(Cambridge Dictionary)

> A type of fraud where people are tricked into providing information or money ( Report)
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Executive Summary
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Executive Summary
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Our Review



Background and Approach to our review

Background

Our approach to this review

- What we are doing next i




Background (¢§505%208¢:)
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Our approach to this review (g)p5:00023:200002:4)

Australia and New Zealand Commonwealth Bank

Banking Group Limited of Australia
), National
Australia
Bank

National Australia Bank Limited Westpac Banklng Corporatlon °



What we are doing next ? ( 920800309063 ?)
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Scams strategy, governance and reporting

Scams strategy

Oversight by boards and senior management

Internal reporting to boards and senior management

Scam-related data and system capability

Ongoing review of scams prevention, detection and
response capability and activities




Scams strategy (Scam 320303 §05:g[|U20)
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Oversight by boards and senior management (930535¢ (g¢ (03:(035(g¢: ¢
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Internal reporting to boards and senior management (00335¢,93 Go§03C:

2000¢:008¢ 86983042)

> Scam Prevention, Detection and Response Activities (S-PDR) cpOcé:od
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Scam-related data and systems capability ( Scam a3CepaagIdaC0MGP:

§C 080000C00CECRE?)
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Ongoing review of scams prevention, detection and response capability
and activities ( S-PDR coOc&:0p sacol :3[s$8c00e(gepd 05:008Ceq: &¢
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Preventing Scams
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Preventing Scams

Scam awareness education activities

Friction in the provision of banking services

Protecting against misuse of a bank’s brand
and bank assets

Other Scam prevention initiatives




Scams awareness education activities (Scam a3Cepaaadopooeus(gcs)
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Friction in the provision of banking services (0>a0§e800C0qPF0ORCR)
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Protecting against misuse of a bank’s brand and brand assets (ooa 3zl
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Other scam prevention initiatives ( 33[go: Scam &3CqpaoRVSGGP?)
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Detecting and Stopping
Scams



Detecting and Stopping Scams

Rate of detection and stoppage Scam detection and stoppage
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Responding to Scams and
Scam Victims
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Responding to Scams and Scam Victims

Resourcing

(l Processes and procedures ]

Identification and management of customers ]
experiencing vulnerability J




Resourcing (326 C:33(goqp:2)
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Processes and procedures (0)0c§:05/63005¢053(0%)
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Identification and management of customers experiencing vulnerability
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Liability, Reimbursement and
Compensation



Liability, reimbursement and compensation

Amount of scam reimbursement and
compensation

Bank-wide policy for determining scam loss
liability and reimbursement or compensation

Bank approaches to liability, reimbursing and
compensating customers
Customer complaints about scams




Amount of scam reimbursement and compensation (Scam [g§aa6seg &¢
N

coype(ng:0e0m)

> Scam (g§m6:6g &¢ caqPE(032060M0P0 FPBECSOEE)200:2009(MIOCOITPORCE

USD 21 millions §:0lzq)
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Bank-wide policy for determining scam loss loability and reimbursement
or compensation (@%mézegeo:@ézl GC\{I’SG@SGSGOS@& o%arao: a@:@or%
c02620p9 MDWAEOCEPHOl3)

> 6p320p0na0RCe (§mereges(gs eagpe(ngiegens(gts 4¢003200g) oo

ad2adCepeols o)
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Bank approaches to liability, reimbursing and compensating customers

(Customer gpsaacol oxo§ur(gcs eoype(0gs (g§3esiegeoi(gt: gpiaacol
glpd:S(gCzqppe)

Nna560700§0068Eeg008 2eondgliel me(gmcsedl wopSeanScops:
34:32:[g¢ 6320050] @205098:4p:3003¢E: [gdecleap§dloons-

> Bank account number qpzaeo: Account Name qpe&¢odadadcodesos(g:oq

e[ogo8: Customer 3202 320560298 QES0RMB(gC:

> 3600p000po@p:d&Caey] §oopd Customer 330 $od:cws(gsiasd QOIRM (33)
cso8es3: o



Bank approaches to liability, reimbursing and compensating customers

(Customer gpsaacol oxo§ur(gcs eoype(0gs (g§3esiegeoi(gt: gpiaacol

glpd:S(gCzqppe)

> sooSeegasze(ogieqrmagmopliqpiody egld§eopdafag conolisy egodes:
55 (59 mypregp BORS

> aola 3603gps pS0d:p8808: ergpic(o3dE Customer aaed s3:ofj:[gdeo
$¢

> Customer qs3a0: 200360:Q[OE]1000:00) FBEMOEAd EEaRRE(g(9




Customer complaint about scams(Scam 3ac0l Customer gz 03¢(0305(g¢:2)

> Scam §0§220qP:I&0D 0¢) % 200 MO 03¢(0F0:9

> o3¢(ogosonqpeen:  eagpe(ngiegeoi(gt/[g§3e6:(giqpimayad 260360080

M§gudel Ie(0gocs(gglodemnt: qpesecol §oopde) ad:godensoopd §rogc:s
aolaqps gIe0des00¢g MO

> o0a003E[030:2009 99 % & AFCA( Australian Financial Complaints Authority)

B03¢[030:2009 Bo % 6200 §0§00pgP:0p5 eaqpe(gieg/[g§3eteg 0208D
0082 (4§03
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Comparative Snapshot of
Key Findings



Scams strategy, governance and reporting

Implemented Partially Not Yet
Implemented Implemented

Scams sirategy, governance and reporting

Bank had a bank-wide scams strategy ‘Partially implemented’ included one bank that although not
having a documented scams strategy, had a scams uplift
forum and program which c ncluded most of the
key elements of a strate

Bank had board and senicr management Not applicable
oversight of scams prevention, detection and
response activifies

Bank had regular reporiing to board and senior Not applicable
management

Bank's reporting fo board and senior Not applicable
management included a focus on customer
experience and outcomes

Bank systems captured and could automatically All of the banks had scams s but these are
report on end-to-end scams cases supplemented with manual S

end view.
Bank had conducted an end-to-end scams ‘Partially implemented’ ugh not

review in the past three years L e N a review
of scam related customer conversations.

> Implemented - 35(Gp33206500EQD - G&).0 %

> Partially Implemented - 0368050063¢:6500Cg05 - J@.0Q %

> Not Yet Implemented - 6s0oEgad6(gCseqieo0: - ) %




Preventing Scam

Preventing scams

Bank had scam awareness education activifies

Bank monitored and measured the effectiveness
of scam awareness education activities

Bank had added scam-prevention friction in the
provision of banking services across all channels
and networks

Bank had implemented confrols to minimise
misuse of bank's telephone numbers and bank's
SMS alpha tags

Implemented

Partially
Implemented

Not Yet
Implemented

> Implemented - 35(Gp33206500Egd - &) %

Not applicable

‘Partially implemented’ included one bank that had
implemented measures to test the effectiveness of
not all, of their scam awareness education ¢

Not applicable

Partially implemented' included banks who had
implemented controls fo minimise the misuse of some, but not
all, of the bank's telephone numbers and SMS alpha fags.

> Partially Implemented - 068050063¢:6800Ega% - §0 %

> Not Yet Implemented - 6s0oEgad6(gCseqieo0: - ) %



Detecting and stopping scams

Implemented Partially Not Yet Notes
Implemented Implemented

Delecting and stopping scams

Bank had abify fo hold payments in feakime
00105 oll payment channels and networks

> Implemented - 33(Gp33206500EgD - © %
> Partially Implemented - 0368050263¢:6800Ega5 - 000 %

> Not Yet Implemented - 6a0oEg056gCseqea0: - © %



Responding to scams and scam vicitims

Observation Implemented Partially Not Yet
Implemented Implemented

Responding fo scams and scam victims

Bank had documented end-to-end processes and
procedures for responding to a scam and @ scam
victim

Bank's case studies practices aligned with bank's
scam processes and procedures

Bank had processes and procedures for staff to
idenfify and support customers experiencing
vulnerability and case studies practices aligned
with these processes and procedures.

> Implemented - 33(gp33206500EgD - © %
> Partially Implemented - 068050263¢:6800Cga% - 000 %
> Not Yet Implemented - 6a0oEg0d6gCse§ea0: - © % ©



Liability, reimbursement and compensation

Implemented Partially Not Yet
Implemenfed  Implemenied

Liability, reimbursement and compensafion

Bank had a bonk-wide poiicy for defermining
scam loss liobility and reimbursement or
compensation

Bank's policies in relation fo scams loss liability

d'included bonks that had
outines all the grounds on which a bank might be me, but not all, of the grounds on which they may be liable

liable

> Implemented - 33(gp33206500EgD - © %
> Partially Implemented - 0368050063¢:6500Cg05 - 6 J.6) %
> Not Yet Implemented - 6a00Ega56(gCseqie20: - 9.6 % ©



Overall Percentage

= Implemented

(35(gp33206500CgMd)

= Partially Implemented

(0208050003 Es6500CgM3)

68.33% = Not Yet Implemented
(6500 gadegcseqieo0s)

> Implemented - 35(Gp33206500EgD - 96.0q %
> Partially Implemented - 0368050063¢:6800Eg0% - B0.99 %
> Not Yet Implemented - és00gade[gcseqieans - 0q.6 %



Key Terms and Related
Information



Key Terms and Related Information

Key data

Table 2: Key scams data for four major banks1 July 2021 to 30 June 2022

Scam calculation Transaction value

Scam transactions $845m
Less scam transactions detected and stopped ($109mM)
Less scam loss recovered ($111m)

Scam loss excluding reimbursement and/or $579m
compensation

Less reimbursement and/or compensation ($21m)

Scam loss for which customer was liable $558m
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